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Abstract—The Internet-of-Medical-Things (IoMT) is a net-
work of connected medical devices, hardware infrastructure,
and software platforms used to connect healthcare information
technology. While the IoMT has expanded access to real-time
health information, a side-effect has been inundating clinicians
with excessive amounts of information - some of which is
critical - but the vast majority is superfluous. This has led to
clinician burnout, alarm fatigue, and skepticism when adopting
new technologies. Leveraging the IoMT infrastructure, Medical
Cyber-Physical Systems (MCPS) seek to address these issues by
providing more actionable information, detecting device failures,
and improving patient safety and treatment effectiveness. MCPS
can provide an effective summary of patient state by fusing data
from multiple physiological monitoring devices. Furthermore,
MCPS can utilize patient physiology represented as a model
to provide automatic closed-loop control of patient treatment,
which does not require clinician intervention, under known safe
conditions. The need to design such MCPS/IoMT systems that are
safe, effective, trustworthy, and helpful to clinicians has presented
numerous challenges. In this paper, we discuss the challenges in
developing MCPS/IoMT, some of our work in addressing them,
and several open research issues.

Index Terms—medical cyber-physical systems, internet of med-
ical things, clinical descision support, medical device integration

I. INTRODUCTION

The Internet of Medical Things (IoMT) is a network of
connected medical devices, hardware infrastructure, and soft-
ware platforms that connect to health care information tech-
nology systems using networking technologies [1]. As more
connected medical devices come online, healthcare is under-
going a transformation [2]. It is transitioning from standalone
devices that can be designed, evaluated, and implemented
individually to a network of devices that can simultaneously
monitor, evaluate, and manage many aspects of a patient’s
physiology. The interconnection of the embedded software,
network capabilities, and underlying infrastructure combined
with the complexities of human physiology have created an
environment in which medical cyber-physical systems (MCPS)
can be implemented [3].

The growing IoMT has expanded access to real-time health
information for patients and clinicians. Traditionally, health-
care has relied on the expertise of clinicians and their ex-
perience with their patients. With the addition of new data
streams from upgraded medical devices, the burden has fallen
on the clinicians to synthesize and interpret it [4]. This has
led to clinician burnout [5], [6], alarm fatigue [7], [8], and

skepticism when adopting new technologies [9], [10]. To
support clinicians in their efforts and reduce the overall burden
the IoMT has placed on them, MCPS are being developed
to monitor patient states, provide closed-loop control, and
personalized treatment. As this is moving away from the
traditional healthcare paradigm, it has created an array of
challenges that must be addressed.

In this paper, we discuss the research directions in MCPS
and IoMT, the challenges surrounding them, and our ap-
proaches to addressing these challenges. These challenges
need to be addressed, beginning with the infrastructure and
protocols for bringing medical devices online. As new MCPS
are being developed, they need to be designed in a manner
in which they are safe, effective, and useful to clinicians.
As clinicians become more familiar with these technologies,
there will be greater opportunity for expansion. This supports a
move towards higher levels of autonomy, reducing the burden
on clinicians and encouraging advancements in closed-loop
control.

The remainder of our paper is structured as follows: In
Section II, we introduce IoMT and MCPS research and their
open challenges. Section III discusses our work on building
infrastructure to support this. Section IV describes our ap-
proaches to clinical decision support. Section V details hybrid
closed loop control with feedback. Finally, we wrap up with
our conclusion and discussion of future work in Section VI.

II. OVERVIEW AND CHALLENGES

MCPS is the lens that provides clarity to the overwhelming
volumes of information contained in medical data collected
by IoMT systems. As clinicians become increasingly de-
pendent upon the guidance from these systems, their safety
and reliability becomes imperative. Research surrounding this
encompasses medical device interoperability, clinical decision
support, device coordination, and closed-loop control. Figure
1 presents an overview of MCPS/IoMT systems and their
organization.

A. Medical Device Interoperability

As the IoMT continues to grow and more medical devices
come online, the infrastructure to support this also must
evolve. This includes the process by which legacy devices are
brought online, connection to new medical devices, software
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Fig. 1. Overview of IoMT/MCPS

platforms to support access and interconnection among the de-
vices, and hardware infrastructure. Thus far, the many attempts
that have begun to build out these protocols and systems
have resulted in disconnected, vendor-specific systems. These
systems require specialized training and support, and while
they offer new functionalities are also placing an additional
burden on those using and maintaining them. In the future,
standardized methods by which we bring devices online and
support their interoperability should be developed. Systems
that support access to the data generated and interconnectiv-
ity between devices while not requiring repeated specialized
training should also be created.

B. Clinical Decision Support

Clinical decision support improves patient care by pro-
viding clinicians with patient-specific information that has
been processed to present relevant information at appropriate
times. This can include pertinent alarms and alerts, diagnos-
tic support, and treatment recommendations. When building
these systems, researchers encounter challenges, including not
having enough high-quality data, personalizing the support to
individual patients, and providing confidence guarantees for
safety. Given the influx of medical data from the creation of
IoMT systems, clinical decision support can reduce the burden
on clinicians to parse and understand all the data they are
given. When implemented effectively, these systems can lower
costs of care and improve efficiency in providing quality care
to patients.

C. Partial Closed-Loop Control with Feedback

Traditionally, healthcare relies on clinician expertise to
treat patients. In these scenarios, the clinician(s) evaluate the
patient and control the process of care. For example, an
anesthesiologist continuously monitors the patient, vital signs
and equipment; then makes adjustments to achieve the desired
level of sedation while maintaining safety. Even today, medical
devices are beginning to assist clinicians with monitoring
through smart alarm systems. As these devices become more
capable, more tasks can be delegated to them in the future.
While the most critical tasks remain at the direction of the
expert, automatic controllers can reduce the clinician’s overall
workload by managing the tedious tasks. Closed-loop control
systems are already being utilized in medical devices. Thus far,
these systems are limited to organs with simplistic inputs and

outputs, such as pacemakers and defibrillators. In the future,
these devices and even combinations of devices can provide
support in more complex scenarios.

D. Challenges

When building IoMT/MCPS systems, the following chal-
lenges must be addressed:

1) Interoperability: As more medical devices come online,
inconsistent data and systems across vendors and devices
must be managed. Additionally, bringing legacy devices
online must be managed.

2) Clinician Support: While the IoMT has expanded ac-
cess to real-time health information, a side-effect has
been inundating clinicians with excessive amounts of
information - some of which is critical - but the vast
majority is superfluous. IoMT/MCPS systems should be
implemented in such a manner to reduce clinician load,
not add to it.

3) Autonomy: MCPS is increasingly utilizing solutions that
enable further autonomy. These solutions need to be
implemented in a safe manner that can be accepted by
clinicians.

4) Security and Privacy: Medical devices and the systems
that handle their data can be vulnerable to security
threats. This can impact the safety and effectiveness of
the device, its data, and the patient. Thus, the security
and privacy of IoMT/MCPS systems is a critical com-
ponent.

In the following sections, we describe our current work and
how we chose to address these challenges.

III. MEDICAL DEVICE INTEROPERABILITY

The IoMT is a complex network of interconnected medi-
cal devices, hardware infrastructure, and software platforms.
These medical devices have incorporated systems that have
been developed to support the storage, transmission, and
security of the medical device data produced. As these systems
are vendor-specific and thus non-standardized, they require
specialized training. These systems are also limited by the
amount of data that can be stored, the amount of time it is
stored for, and the ability to integrate with devices outside
of its vendor-specific system. To address this, we created
VitalCore, a medical device integration platform that manages
medical devices, proactively keeps them operable, and creates
a centralized platform for data collection, analysis, and med-
ical device interoperability. Further, when rapidly prototyping
new medical devices and applications, we developed Raproto,
an open-source easy-to-use rapid prototyping platform that
does not require the time, effort, and expertise needed for
custom development.

A. Medical Device Integration

Medical professionals devote considerable resources to col-
lecting medical device data for validation, and analysis. These
devices use vendor-specific applications to monitor the device
and log the data for a limited time. This leads to a complex
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process to acquire medical device data. To remedy this, we cre-
ated VitalCore [11], a platform that support the integration of
medical devices. Further it provides clinical decision support
by reducing the need for manual documentation of medical
device data and provides access to the data in real time. This
platform gives researchers simplified access to a wealth of
data collected longitudinally, enabling medical applications.
As an added benefit, we created the Medical Device Dash-
board to monitor the connected medical devices across Penn
Medicine. Using this, we reduced the amount of resources are
required of clinical teams including the medical professionals,
clinical engineers, and IT analysts. VitalCore simplifies the
troubleshooting workflow, thus decreasing downtimes and
increasing clinical productivity.

Fig. 2. VitalCore System Architecture

The overall architecture of VitalCore is depicted in Figure
2. VitalCore captures the HL7 data feed, a widely supported
standard for medical data that streams from medical devices.
This data is given into the stream processor to process the
data for important segments. Then, the data is either sent to
storage or routed directly to our communication protocols that
provide the processed data to applications. The applications,
which are built on top of VitalCore, can process and analyze
the data enabling MCPS and then send any new data back to
VitalCore for storage.

VitalCore is currently being leveraged in the Penn Medicine
health system. Overall, there are over 3000 integrated medical
devices that our VitalCore can support. From VitalCore, we
were able to implement three applications: Medical Dash-
board, Ventilation Alert, and Anomaly Detection. The Medical
Device Dashboard supports clinicians by giving them a user-
friendly GUI application where data can be accessed to real-
time. It simplifies the troubleshooting for IT staff such as
for when devices go offline decreasing expended effort and
downtime. Ventilation alert illustrates the applications that can
be developed because of VitalCore. Ventilators data is used to
generate alerts that are sent to clinicians. Further, we have
used the ventilator data to identify patients at high risk of
extubation failure [12]. Anomaly detection monitors the usage
patterns of medical devices as well as groupings of medical
devices allowing for proactive troubleshooting and avoidance
of medical device errors.

B. Rapid Prototyping for Research

Research endeavors frequently rely on large amounts high-
quality data. To gather this data, a data collection system must
be built but this can be a significant drain on resources. These

systems tend to be customized to a specific task; thus, they are
not general enough to support other tasks. This is also true for
new IoMT devices; evaluating and testing new devices is time-
consuming without adding the need to build data collection
systems. To solve this problem, we developed Raproto [13], an
open-source rapid prototyping platform that does not require
the time, effort, and expertise needed for custom development.
Further, we built multipurpose and customizable smartwatch
applications to give researchers a jump start when leveraging
sensors on commercially available smartwatches.

Raproto Application Remote Server

MQTT

Telemetry

Commands
Data 

Storage

Data Collection Battery Management

User Interface Device Management

Storage Visualization

Fig. 3. Raproto Platform

The overall architecture of Raproto is depicted in Figure
5. The Raproto platform consists of the devices, communi-
cation protocol, and remote storage. These components make
possible the collection, transmission, storage, analysis, and vi-
sualization of data. The devices collect data from the available
sensors. The communication protocol leverages MQTT to send
the data collected on the smartwatches to our remote server.
The remote server stores the data, displays it, and allows users
to remotely configure devices.

We evaluate our platform in a lab setting as well as in a
clinical setting. Overall, we found that we can collect data
using our smartwatch applications for greater 24 hours in
certain scenarios on a single charge, there is insignificant data
loss, and make an ideal tool to preface customized device
development for real-world impact and commercialization.
We leveraged Raproto in two case studies: In-hospital Stroke
Detection and Postpartum Hemorrhage Prediction.

a) In-hospital Stroke Detection:: Early detection of
stroke leads to early interventions which have been proven to
improve clinical outcomes [14], [15]. The in-hospital stroke
detection case study included 200 patients over the course of
eight months. For this study, we used the Tizen Raproto Ap-
plication loaded onto twelve Samsung Galaxy Active Smart-
watches.

b) Postpartum Hemorrhage:: Postpartum hemorrhage is
a relatively common complication of childbirth [16], [17].
Their significance can range from mild anemia to heart attack,
stroke, and possible death. Timely detection of PPH is crucial
to the effective management of the complication. The Postpar-
tum Hemorrhage Prediction Case Study was conducted with
525 patients over the course of 4 months at the Pennsylvania
Hospital of Philadelphia.

These case studies provided useful insight into deploying
consumer wearables in a hospital environment for data collec-
tion. Raproto was successful in allowing clinical researchers
to set up and operate smartwatches with minimal engineering
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support. Providing a graphical user interface (GUI) interface
was essential for the clinical team to monitor battery life and
ensure data collection.

IV. CLINICAL DECISION SUPPORT

In the previous section, we discussed our approaches to
building the infrastructure for IoMT systems. These systems
create an environment in which clinical care can be improved
and clinical decision support can be provided. Clinical decision
support, when well implemented, has the capability to alleviate
the burden of expanding clinical knowledge, the escalating
complexity of patient-specific care, and the ever-increasing
amount of clinical data. Currently, implementing these systems
can be expensive, disruptive, inconsistent, and unvalidated.
This leads to distrust and disregard from clinicians. In this
section, we discuss our work in developing clinical decision
support systems that begin to address these challenges. In this
section, we discuss our work in developing clinical decision
support systems in the form of smart alarm systems and risk
assessment with mitigation guidance.

A. Intelligent Alarm Systems

Clinicians are already inundated with excessive amounts of
information. While providing the information in its entirety
to clinicians does present them with the small subset of
critical information, it also requires them to evaluate the non-
critical majority. This is highlighted in the Intensive Care
Unit, a notoriously noisy environment with an overabundance
of alarms. In these environments, clinicians can experience
alarm fatigue, desensitization to alarms that can cause missed
critical alarms or delayed responses [18], [19]. Today, most
medical devices use threshold-based alarms that are set by the
clinician to determine when the device should sound an alarm.
While this approach allows for customization to the patient
and clinician, it has largely been shown to produce a high
number of alarms with a high false alarm rate. This leads to the
alarms being ignored or turned off entirely. Further, the only
information provided is that a threshold was reached, requiring
the clinician to evaluate the clinical significance. Leveraging
data from multiple medical devices can provide more context,
and MCPS systems can be developed to suppress the irrelevant
alarms that contribute to clinician alarm fatigue. Further,
these alarms can be presented in a manner that supports the
current workflow instead of impeding it. This will create an
environment in which clinician can respond to and make an
informed decision quickly.

As there is an abundance of alarms that can be used to create
large datasets for training, obtaining labels for these alarms
using traditional methods, such as observational study, is time-
consuming and expensive. Thus, we developed an effective
method for estimating the performance of a smart alarm
system without the need for a large labeled dataset [20]. We
leverage data programming [21] to label our dataset by taking
as input the unlabeled dataset of alarms and clinician-created
labeling functions. It uses a generative model to synthesize the
labeling function and determine the confidence the model has

Fig. 4. Our approach to alarm suppression systems

in each generated label. Then, by taking the high-confidence
subset of those labels, we evaluate the effectiveness of the
suppression system. This process is illustrated in Figure 4.
This supports early-stage investigations of suppression systems
leading to the prioritization resources. This can select obser-
vational studies, which require large amounts of resources, of
systems with higher potential to relieve alarm fatigue. This
can prioritize where clinician effort to manually label datasets
should be placed.

We worked closely with clinicians at the Children’s Hospital
of Philadelphia to collect a dataset of over 3,000 low SpO2

alarms, an alarm that is known to have a high false positive
rate [22]. Additionally, they provided us with 62 labeling func-
tions across multiple vital signs (heart rate, SpO2, respiratory
rate, etc.). We used our method to evaluate these alarms for a
suppression system and found that where 81% of the alarms
were non-critical. This study demonstrated how to use our
system to evaluate a dataset of alarms for a suppression system
without investing significant time and effort into labeling the
alarm data. To further demonstrate the impact of this system,
we repeated this study across four more alarm datasets and
found three datasets to have a high percentage of suppressible
alarms [23].

B. Risk Assessment and Mitigation Guidance

Assessment and mitigation of risk of disease or compli-
cations in healthcare shifts treatment from reactionary to
preventative. Moreover, personalized treatment optimizes an
individual’s care. One such example is anterior cruciate lig-
ament (ACL) reinjuries. The ACL is a ligament in the knee
that stabilizes the joint during motion [24]. ACL injuries of the
knee are common, especially among youth athletes [25], [26].
When torn, the injured knee has increasing instability causing
a higher risk of future injuries. A common treatment is to
surgically repair the ACL and subsequently undergo extensive
rehabilitation [27]. Even after fully recovering, ACL reinjury
occurs in approximately 20% of patients leading to additional
surgical interventions, rehabilitation, and inferior results [28].

Clinicians have determined many risk factors that lead to a
higher rate of ACL retear [29]–[33]. Using these risk factors,
individual weaknesses can be identified and then addressed
during the recovery, potentially leading to better outcomes.
Thus, we developed a system that evaluates the retear risk
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Fig. 5. System Architecture

of each individual patient and identifies the risk factors that
have the highest impact [34]. From this, clinicians can amend
rehabilitation protocols to address the deficiencies, potentially
leading to better outcomes. We leverage clinical knowledge
and expertise in a simplistic ensemble-based algorithm to
create a retear risk prediction for each patient. Then, the
highest impact risk factors can be determined. This process
is shown in Figure 5. Using the results from this system, it
is possible that clinicians can tailor treatment plans for each
patient and optimize factors such as when a patient can return
to sports.

Our approach involves working closely with clinicians at
the Children’s Hospital of Philadelphia. We collected a dataset
with 442 youth patients who have undergone ACL recon-
struction surgery. This dataset includes surgical information,
demographics, family history, rehabilitation information, and
data surrounding the initial injury. Then we asked clinicians
to incorporate their expert knowledge into labeling functions.
These labeling functions are evaluated for their predictive
capabilities and are assigned an impact score. Patients are
evaluated for their risk level of retear, and this is presented to
the clinicians with a list of recommendations for risk factors
to be focused on during rehabilitation. Clinicians can then use
this to personalize each patient’s rehabilitation in an effort
to improve overall outcomes. Similar systems [12] have since
been developed for other contexts, such as determining patients
at high risk for extubation failure.

V. HYBRID CLOSED LOOP WITH FEEDBACK

Clinical decision support uses patient data integrated from
a number of sources, processed to gain insights, and presents
it to clinicians to interpret and make decisions. This data can
also be used to directly control intervention devices creating
a closed-loop system. These closed-loop systems are already
being used for implantable devices [35] by monitoring patient
state and automatically adjusting the intervention provided.
These systems also generally include the ability to alert
clinicians if the monitored parameter(s) moves outside of the
normal range. Moving forward, these systems can be used to
reduce clinician workload and incorporate behavioral feedback
from the clinician and patient.

A. PCA Infusion Pump

Patient-controlled analgesia (PCA) is a method of pain
control that allows patients to manage their analgesia via a
patient-controlled analgesia pump. These PCA pumps can be
configured to provide a scheduled dose of analgesia and/or
allow patients to press a button when they require more
pain management. However, the medications used to provide
pain management can cause side effects, including respiratory
depression leading to hypoxia or even death [36]. PCA pumps
have safeguards that can be configured for each specific
patient to prevent these side effects from occurring. [37] For
some patients, these safeguards are not sufficient and adverse
events do occur. Thus, PCA pumps could benefit from the
implementation of a closed loop control mechanism [38], [39].

To provide an additional level of safety, patients can be
monitored for signs of respiratory depression, an early signal
that more significant side effects could occur. Respiratory
depression can be monitored through a pulse oximeter that
measures a patient’s SpO2 levels [40]. SpO2 levels measure
the oxygen saturation of the blood, which decreases when
respiratory depression occurs. In a closed-loop scenario, the
PCA pump monitors the patients SpO2 and if it detects
respiratory depression, it will stop the pump from delivering
more pain management regardless of patient request [41]. To
verify the safety and effectiveness of a control mechanism for
a PCA pump, we leveraged a set of safety requirements [42],
categorized them, and formalized the model and requirements
in UPAAL. We performed a formal verification of that model
and performed conformance testing. We found no violations
occurred during this testing [43].

B. Social Isolation and Loneliness

Social isolation is a lack of social contacts, connections,
and/or interactions. Loneliness is the feeling of social isolation
that one experiences generally due to a disparity between
expected and actual social contacts [44]. Social isolation and
loneliness are concerns in the elderly community as those who
are socially isolated or lonely experience shortened lifespan,
depression, anxiety, and dementia, etc. [44]. As this is a
growing concern in the elderly community, we have begun
work to support the identification and monitoring of social
isolation and loneliness in the elderly community using a
system of smart devices. For example, we plan to monitor an
individual’s activity levels, sleep quality, time out of residence,
etc., with pervasive sensing techniques that do not require large
amounts of direct interactions with the sensing technology.
This is essential as the population in which we are interested
has lower familiarity and patience when dealing with smart
device errors [45].

When social isolation and/or loneliness are identified, we
determine personalized interventions that change as a patient
progresses. For example, our recommendations could suggest
that a person call a friend or family member in the next week
or go on a walk at a local park. These recommendations
can be updated at a time interval or as goals are achieved.
As the recommendations are updated, they should reflect the
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new patient’s condition, whether that patient has progressed or
regressed. Based on how the patient’s state changed, there is
the feedback that can provide assistance in selecting future
recommendations for that patient. For example, a patient
may see more impact on their loneliness level from calling
their friend than taking a walk in the local park. In future
iterations of recommendations, this should be accounted for.
Thus, we recommend accounting for patient-specific feedback
in systems that recommend personalized intervention. This
could also be applicable in physical therapy and rehabilitation
plans [34] or drug selection and dosing. Individualizing feed-
back could improve utility and increase clinician and patient
uptake.

VI. CONCLUSION AND FUTURE WORK

In this paper, we considered the challenges created when ap-
plying MCPS to underlying IoMT infrastructure. We discussed
the challenges brought by medical device interoperability,
creating systems that support clinicians instead of adding
to their workload, and the autonomy, security, and privacy
issues surrounding hybrid closed-loop control with feedback.
As the capabilities of MCPS expand, we must transform the
methods by which we develop and evaluate them. In the
present, evolving research in this field presents opportunities
for immediate impact and real-world functionality. We are
pushing towards a vision of the future in which technology
autonomously provides comprehensive medical care. As we
strive towards this reality, we have developed the IoMT and
MCPS, but we still have many more challenges to surpass.
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